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SUSPECTED VULNERABILITY REPORT FORM
Version 1.0  |  PADTEC Product Security
Thank you for reporting a possible vulnerability in PADTEC products or solutions. This form collects the information needed to record, triage, reproduce, and technically assess your report. Complete the available fields in as much detail as possible and send the file to the vulnerability reporting channel listed on the PADTEC website.
	1. Reporter information



	Name / organization
	-

	Contact email *
	-

	Phone (optional)
	-

	Country (optional)
	-



(*) Provide valid contact details so PADTEC can request clarification or additional information during the analysis.
	2. Identification of the affected product or solution



	Product / family *
	-

	Model / variant
	-

	Hardware version
	-

	Firmware / software version *
	-

	Serial number (optional)
	-

	Related management system
	-



	3. Vulnerability information



	Report title *
	-

	Type / category (if known)
	-

	Date discovered
	____ / ____ / ______










	Description of the possible vulnerability *

	Briefly describe the observed behavior, the affected component or interface, and the possible impact if the vulnerability is exploited.








	Technical details and steps to reproduce *

	Describe any prerequisites, the configuration used, and the steps required to reproduce the behavior. Whenever possible, include commands, error messages, and the observed result.










	Attack / exploitation scenario

	Describe how an attacker could exploit the vulnerability, including prerequisites, required access level, interface used, need for user interaction, and possible consequences.








	Available PoC and evidence

	List the attachments submitted with this form (logs, screenshots, PCAP files, scripts, PoC, or other evidence). Do not include passwords, private keys, credentials, or unnecessary personal data.







	4. Initial assessment by the reporter



	Perceived impact
	☐ Low    ☐ Medium    ☐ High    ☐ Critical    ☐ Unable to assess

	Known exploitation?
	☐ Yes    ☐ No    ☐ Unknown

	The issue occurs in
	☐ Lab    ☐ Production    ☐ Field    ☐ Other: __________________



	Recommended fixes or mitigations (optional)

	If you have suggestions, describe possible fixes, alternative configurations, compensating controls, or other measures that could reduce the risk.




	5. Coordinated disclosure



Do you intend to publicly disclose this vulnerability after PADTEC has completed its response?
☐ Yes     ☐ No     ☐ Not yet decided
PADTEC asks that information about reported vulnerabilities remain confidential during investigation and remediation, allowing for technical assessment, the development of fixes or mitigations, and appropriate communication with potentially affected parties.
	6. Public acknowledgment



If the vulnerability results in a public security advisory, do you authorize PADTEC to acknowledge your contribution?
☐ Yes     ☐ No
	Name for acknowledgment
	____________________________________________________________



	7. Additional information



	Additional information

	Include any relevant information not covered in the preceding fields.








	8. Submission instructions



• Send this completed form to the vulnerability reporting address listed on the PADTEC website: Padtec – Vulnerability Report, prv@padtec.com.br.
• Do not send passwords, credentials, private keys, or customer information that is not necessary for the analysis.
• Remove or anonymize personal data and sensitive information in logs, configuration files, or screenshots.
• If you need to share highly sensitive material or large files, initially describe the contents in your email and await PADTEC’s instructions for an alternative transfer method.
[bookmark: _heading=h.9klgiuhxvmw6]• Submitting this form does not authorize testing on PADTEC, customer, or third-party networks, equipment, or environments without prior authorization.
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